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	Job Title
	Microsoft Infrastructure and Cloud Engineer

	Name of Incumbent
	N/A

	Reporting Line
	Operations Manager 

	Main Job Purpose
	To design, implement, administer, secure, support and continuously improve Microsoft infrastructure and cloud solutions for Diopoint and its customers. The role is responsible for Microsoft 365, Exchange, Active Directory, Microsoft Entra ID, Azure, SharePoint Online, Teams, Intune and Microsoft Purview, while serving as the primary technical resource for internal and external clients Exchange and Domain Controller support and upgrade engagement.

	Minimum Desired Qualifications
	· Bachelor’s degree in Information Technology, Computer Science, or a related field.
· Equivalent substantial Microsoft infrastructure experience may be considered.

	Minimum Desired Certifications
	· Microsoft 365 Certified: Messaging Administrator Associate or current equivalent; 
· Microsoft Certified: Windows Server Hybrid Administrator Associate; 
· Microsoft certifications in Azure, Microsoft 365, Identity and Access, Security, Endpoint Management or Information Protection. 
· Legacy MCSE/MCSA certifications in Exchange or Active Directory will be advantageous.

	Minimum Desired Experience
	· At least five years of hands-on experience administering, supporting and upgrading Microsoft Active Directory, Windows Server and Microsoft Exchange environments, including hybrid Microsoft 365 environments. 
· Demonstrable experience with Exchange Server 2016 or later, Domain Controller upgrades, Microsoft 365 administration and enterprise troubleshooting.

	Minimum Desired Competencies
	· Strong technical troubleshooting and root-cause analysis; 
· Sound knowledge of Microsoft security and governance; 
· Clear written and verbal communication; 
· Project and change-management discipline; 
· Customer service orientation; 
· Ability to work under pressure, meet service levels and manage multiple priorities; 
· High standards of documentation, confidentiality and professional conduct.







REPORTING STRUCTURE





















LIST OF DUTIES AND RESPONSIBILITIES: 

Microsoft 365 and Collaboration Services
· Administer and support Microsoft 365 tenants, licences, service configurations and administrative roles.
· Manage Exchange Online, mail flow, accepted domains, connectors, transport rules, shared mailboxes, distribution groups, retention settings and email security controls.
· Administer Microsoft Teams, SharePoint Online and OneDrive, including access, sharing, governance and lifecycle controls.
· Monitor Microsoft 365 service health, advisories and incidents, and communicate service impact and remediation actions.
· Provide second- and third-line support for Microsoft 365, Outlook, Teams, SharePoint and identity-related incidents
Exchange Server and Hybrid Messaging
· Support and maintain Microsoft Exchange Server 2016 and later, including hybrid Exchange environments.
· Plan and execute Exchange upgrades or migrations to supported Microsoft versions using approved project, change and rollback plans.
· Install and validate Exchange Cumulative Updates and Security Updates in accordance with Microsoft guidance and approved maintenance windows.
· Troubleshoot mail flow, database, transport, authentication, Outlook connectivity, hybrid configuration and availability issues.
· Maintain Exchange certificates, connectors, namespaces, database health, backups and recoverability.
· Perform functional testing covering internal and external mail flow, Outlook, Outlook on the web and hybrid services.

Active Directory and Windows Server
· Administer Active Directory Domain Services, DNS, Group Policy, domain controllers, trusts, replication, sites and services, organisational units and privileged groups.
· Plan and perform Domain Controller upgrades to Windows Server 2019/2022 or newer supported versions, including schema preparation and functional-level changes where approved.
· Monitor AD replication, time synchronisation, DNS health, authentication and event logs, and resolve identified faults.
· Manage user, computer and service accounts, group memberships, delegation and privileged access according to approved controls.
· Validate system-state backups and document tested rollback and recovery procedures before production changes.
· Decommission legacy domain controllers and related components safely after successful validation and approval.
Microsoft Entra ID and Identity Security
· Administer Microsoft Entra ID users, groups, enterprise applications, app registrations and directory roles.
· Manage hybrid identity and synchronisation services, including Microsoft Entra Connect or Cloud Sync where applicable.
· Implement and maintain multi-factor authentication, Conditional Access, self-service password reset and identity protection controls.
· Apply least-privilege principles, privileged identity management and access-review processes where licensed and approved.
· Investigate identity, sign-in and access issues using Microsoft logs and security tooling.
Azure Administration and Cloud Operations
· Administer Diopoint Azure subscriptions, resource groups, virtual machines, storage, networking, backup, monitoring and role-based access controls within the approved scope.
· Monitor Azure service health, utilisation, security recommendations and cost trends, and recommend corrective or optimisation actions.
· Support hybrid connectivity and integration between on-premises Microsoft infrastructure, Azure and Microsoft 365.
· Maintain accurate records of Azure resources, ownership, configurations, dependencies and support arrangements.
· Apply approved security baselines, tagging, governance and change-control standards to cloud resources.
Endpoint Management with Microsoft Intune
· Administer Microsoft Intune enrolment, device compliance, configuration profiles, application deployment and endpoint security policies.
· Support Windows Autopilot and standardised device provisioning where implemented.
· Integrate Intune compliance with Microsoft Entra Conditional Access and Microsoft Defender controls where licensed.
· Troubleshoot device enrolment, policy deployment, application installation and compliance issues.
· Maintain endpoint-management documentation, standard configurations and operational procedures.
Microsoft Purview, Compliance and Information Governance
· Administer Microsoft Purview features within Diopoint’s licensed environment, including retention, sensitivity labels, data loss prevention, audit and eDiscovery support.
· Assist management and authorised stakeholders with implementing information-protection and records-management requirements.
· Monitor compliance configurations and investigate policy alerts or exceptions in accordance with approved procedures.
· Ensure administrative actions involving email, user data, audit records and eDiscovery are authorised, confidential and fully documented.
Customer Responsibilities
· Act as the primary assigned technical resource for support, maintenance and upgrade services relating to Microsoft Exchange and Active Directory.
· Provide system health checks, troubleshooting, technical maintenance, documentation updates and monthly reports.
· Respond to high-priority incidents within the contractual response period and provide an initial diagnosis, estimated resolution time and agreed call-back updates.
· Plan and execute the Active Directory and Exchange upgrades through documented assessment, design, implementation, testing, handover and sign-off phases.
· Maintain a risk register, backup and recovery plan, rollback procedures, project milestones and change-management records throughout the engagement.
· Confirm that backups are successful and recoverable before any production change and support restore testing where required.
· Provide as-built documentation, configuration diagrams and knowledge-transfer sessions to the client’s ICT personnel.
· Comply with Customer policies, service-desk processes, escalation procedures and agreed service levels.
Incident, Problem and Change Management
· Log, classify, prioritise, investigate and resolve incidents and service requests through the approved service-management system.
· Perform root-cause analysis for recurring or high-impact incidents and implement preventive actions.
· Prepare technical change requests, implementation plans, test plans, communication plans, rollback procedures and post-change reports.
· Escalate risks, service failures and capacity concerns promptly to the Service Delivery Manager and relevant stakeholders.
Monitoring, Maintenance and Service Continuity
· Perform scheduled health checks, patching, capacity reviews and preventive maintenance across Microsoft platforms.
· Monitor service availability, performance, security alerts, backups, replication and system logs, and take corrective action.
· Maintain disaster-recovery, business-continuity and service-restoration procedures for supported Microsoft services.
· Participate in after-hours maintenance, planned changes and critical incident response when operationally required.
Documentation and Reporting
· Maintain current architecture diagrams, configuration records, asset information, standard operating procedures, support runbooks and recovery documentation.
· Document all material infrastructure changes, incidents, root causes, resolutions and lessons learned.
· Prepare monthly service reports covering incidents, service levels, system health, risks, changes, capacity, security and recommended improvements.
· Ensure client and Diopoint documentation is stored securely, version-controlled and accessible to authorised personnel.
Customer, Vendor and Partner Engagement
· Engage professionally with internal users, customers, Microsoft support and other technology partners to resolve issues and deliver projects.
· Translate business and customer requirements into secure, supportable and cost-effective Microsoft solutions.
· Act as an escalation point for complex Microsoft infrastructure, identity, messaging and cloud issues.
· Support proposals, solution designs, statements of work, technical presentations and tender responses when required.
Security, Governance and Compliance
· Implement Microsoft security best practices, secure administrative access and appropriate separation of duties.
· Ensure changes and access are approved, auditable and aligned with Diopoint and customer policies.
· Support vulnerability remediation, security reviews, audit requests and evidence collection for Microsoft platforms.
· Protect confidential company and customer information and comply with applicable data-protection and contractual obligations.
Collaboration and Team Support
· Work collaboratively with engineers, service desk personnel, project managers, account managers and sales teams.
· Provide technical guidance, mentoring and knowledge transfer to internal team members.
· Maintain active Microsoft certifications and keep abreast of product lifecycle changes, security developments and new capabilities.
· Recommend platform improvements, automation and standardisation that improve service quality, security and operational efficiency.
Key Performance Expectations
· Meeting contractual response and resolution commitments and maintaining high customer satisfaction.
· Maintaining secure, stable and supported Microsoft environments with accurate documentation.
· Successful delivery of upgrades and projects against approved scope, milestones, risk controls and sign-off criteria.
· Timely reporting, proactive risk escalation and measurable reduction of recurring incidents.
· Effective administration and continuous improvement of Diopoint’s internal Microsoft environment.



NOTE
The above job profile identifies the key areas of responsibility of the position and is not all - encompassing description of duties and tasks. The job profile may be subject to review from time to time. The incumbent will be required to perform similar such duties and tasks in any area of ______________________  as may be designated by management from time to time. The incumbent will at all times be required to render the highest level of courtesy and service to Diopoint even where such service may fall beyond the main duties or scope of this position.



Signed-Incumbent: ______________________Signed-Line Manager: ___________________________
                               
		          Name & Surname of Incumbent			      Name & Surname of Manager

Managing Director


Operations Manager


Microsoft Infrastructure and Cloud Engineer
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